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It's been lawyers' week this week. Once upon a time I used to write about exciting new technology breakthroughs. Now all I have to write about are rat groups squabbling about who owns what. Anyway, in the hope that clearing these out the way will allow real geek stuff to surface, here are some stories about a raft of court cases in various countries. The outcome of these cases will affect what you can do with your computer and on the Internet in the future, so they are not to be taken lightly.


Updates:

A month or so ago I mentioned that the Digital Millennium Copyright Act (DMCA) was starting to be applied to cases other than music and video protection. Now a preliminary injunction has been issued in the Lexmark printer case preventing Static Control Components from manufacturing computer chips that allow cheap generic printer cartridges to work in Lexmark printers. This is only the tip of the iceberg, in my opinion. Lots of other companies are watching for the outcome of this case, and if the final outcome goes in favour of Lexmark, expect a whole raft of new cases.

http://go.hotwired.com/news/business/0,1367,57866,00.html/wn_ascii

Predictably, Hollywood is not taking the rebuff handed to them in the Norwegian case of DVD Jon lying down, and their prosecutors have appealed against the lower court ruling. Jon wrote some code so that he could watch his legally purchased DVDs on his Linux computer. Hollywood had him prosecuted for this heinous crime, but since Norway doesn't have the equivalent of the US DMCA, Jon was charged with breaking into his own property! The case was laughed out of court with the judge ruling that Jon had the right to play his legally acquired DVDs on any device he chose. Watch this space for more info when the appeal comes to trial in the Autumn.

http://www.usatoday.com/tech/news/techpolicy/2003-02-28-dvd-retrial_x.htm


Shorts:

Most people don't realise it, but the Microsoft anti-trust case is still in progress. With the dissenting states having lost the basis of their case, the press have long since lost interest, but the judge is still questioning representatives from the different sides. Recently, during questioning Jim Allchin, Microsoft's group vice-president for platforms, told the court that sharing information with competitors could damage US national security! Later he admitted that some Microsoft code was so badly flawed that it could not be safely disclosed.

This leads to three interesting points. First, who authorised the use of such badly flawed programs in areas of government such as national security? Second, by not disclosing the code of these areas, Microsoft will be telling those who want to break its software exactly where to look. Third, if they know these bits of code are flawed, why don't they fix them? Enquiring minds want to know.

http://www.eweek.com/article2/0,3959,5264,00.asp

Lots of red faces at the UK's Business Software Alliance (BSA), the strong arm wing of the big software producers. It seems that they have an Internet FTP spider which trawls around FTP sites for 'illegal' copies of software. Unfortunately the spider isn't very discriminating and has been pulling in open source software sites mirroring downloads of the free OpenOffice package. When it reports back an automated message is sent to the site's operator demanding that the program be taken off-line. One can only hope that the sites involved will bill the BSA for the waste of time involved.

Regular readers will be aware of my disapproving views on electronic voting in all of its current guises. In particular, the lack of proper verification procedures to check that the totals can be independently checked. Now an interesting case has come to light. A former engineer has filed a suit against his former employer, an election software company, claiming that executives ignored his warnings of potential defects. He was fired shortly after they discovered that he was planning to meet with officials of the testing authority responsible for certifying voting machines. Of course, wrongful dismissal cases are never quite as simple as they seem at first, but this case does seem to have potential for throwing a few chinks of light into a very murky corner. More info once the court starts hearing evidence.

http://go.hotwired.com/news/politics/0,1283,57831,00.html/wn_ascii

Meanwhile, in Germany it turns out that judges over there can't tell the difference between a cartoon character and a computer operating system. In a court ruling 'MobiliX - UniX on Mobile Devices' was told to change its name because people might confuse it with Asterix the Gaul cartoon character 'Obelix'. Mobilix are probably going to appeal against the ruling - after all loads of open source programs for Linux and Free BSD have names ending in 'ix'. In the mean time you can find them on the net as TuxMobil.

http://www.theregister.co.uk/content/4/29437.html

Citybank showed this week that they can move fast when they want to. Their ATM PIN software was shown to be flawed, potentially allowing insiders to milk accounts of vast amounts of money. Did they rush to patch the hole? No, they rushed to suppress the report by two Cambridge University security researchers. They persuaded the High Court in London to impose an injunction gagging the authors. Significantly these are the people due to testify in a case against phantom ATM withdrawals in the South African High Court next month. Needless to say, the gagging order is completely ineffective - the paper giving details of the flaw was on cryptome.org before the gagging order was issued, and I'm sure it's now been mirrored the world over. Oh and by the way, the flawed software is used by a lot more banks than just Citybank.

http://news.com.com/2100-1023-985545.html
http://www.theregister.co.uk/content/55/29446.html

Microsoft lost a court case in the Washington Court of appeal recently that could have serious consequences for companies doing development based on Microsoft products like SQL Server 7 and Office 2000. The court ruled that Microsoft's interpretation of its license for using three patents belonging to Timeline Inc. is wrong, and that the license doesn't cover third party developers. So is anyone who uses customised code with SQL Server 7 liable for back fees to Timeline Inc? Difficult to say, since Microsoft and TimeLine came out with different interpretations of the ruling (actually Microsoft itself had several different interpretations). Presumably they will ask yet another court to tell them what the Court of Appeal really said. 

http://www.theregister.co.uk/content/53/29419.html

Arrrrggh! I can't stand any more lawyer stories, so, to wrap up, here's a more cheerful one for you. Researchers at Loyola University in Chicago got paid to play Counter-Strike on-line. They concluded that playing games on-line is good for you and that such games have their own culture! Maybe we should try getting one of these grants for Federation, so that everyone can play it for free. And now we all know that playing on-line games is good for you, perhaps health insurers can be persuaded to cough up for the monthly sub!

http://news.bbc.co.uk/1/hi/technology/2744449.stm


Scanner - Other Stories:

Divine Inc - Patent Enforcers go into Chapter 11
http://www.theregister.co.uk/content/53/29375.html
http://www.theregister.co.uk/content/53/29500.html

Swarm radio - The next P2P thing?
http://www.theregister.co.uk/content/4/29436.html
http://tristero.sourceforge.net/alluvium/techoverview.html

Pipex and Eclipse win top Internet 'Oscars'
http://www.theregister.co.uk/content/6/29420.html

Microsoft Office 11 - Software for the Enrons of this world
http://www.microsoft-watch.com/article2/0,4248,899456,00.asp
http://www.salon.com/tech/wire/2003/02/21/whistleblowers/index.html

Liberties groups fight Pennsylvania's Internet blocking
http://go.hotwired.com/news/technology/0,1282,57748,00.html/wn_ascii

Hackers gain access to millions of credit cards
http://www.theregister.co.uk/content/55/29362.html
http://www.theregister.co.uk/content/55/29362.html
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