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I was looking at the UK government's web site advice on what to do about terrorist attacks earlier this week. Totally bizarre. I've never been able to take the government's advice on these sorts of things seriously since they shoved a pamphlet through my door telling me how construct a nuclear bunker from my bedroom door and a couple of pillow cases filled with earth. 

One of my hippy friends reading it wondered where he could get some of the drugs the authors were on. Eventually I came to the conclusion that they had been watching too much Blue Peter* on the box.

The new advice seemed just as weird at first - blankets - torch - battery operated radio... But then a pattern started to emerge which indicated what the real thinking behind the advice was. Echoing down through the years since I was a teenager I heard my mother's voice. "Turn that light off, it's way past your bedtime. And turn the radio off. You have school tomorrow." 

In the event of a terrorist attack, hide under the bedclothes, listen to a pirate radio station on your battery radio and use the torch to read 'Lord of the Rings'.


Shorts:

And talking of terrorism, I recently read an absolutely excellent analysis of the possible impact of 'cyber-terrorism' by Fred Cohen. Entitled 'Cyber-Risks and Critical Infrastructures', it goes systematically through the different cyber-terror scenarios pointing out the assumptions and flaws. Much has been said, mostly by people trying to sell 'security' products to the government, about cyber-terrorism. Now at last we have an analysis which makes a real assessment of the risks and possible damage, instead of a sales pitch. I urge my readers to have a look at this paper. It's at:

http://all.net/journal/ntb/infrastruc.html

Most of the bloggers have pronounced views on the war with Iraq, and have not been tardy in making them known. Actually, thinking about it, most of them have strong views on any subject you care to mention. I suspect they are all London taxi drivers moonlighting. The range covers the whole spectrum from violently pro-war to vehemently anti-war. Frankly, I doubt that many people are going to be swayed by argument at this stage. However, those of you that follow blogs might be interested in Forbes magazine's selection of the top five blogs for war coverage. Alternatively you could try Warblogs.cc which is a meta-site compiling other blogs. 

http://www.forbes.com/2003/03/20/cx_ah_0320warblogs.html
http://www.warblogs.cc/

Meanwhile, a report just out from the American Electronics Association (AEA) indicates that the US high tech sector has lost over half a million jobs in the two years to the end of 2002. This does not bode well for our industry or the world economy as a whole. It's not confined to the US, either. Though I don't have any figures like the AEA ones for the UK, all the freelance programmers I know tell me that it's virtually impossible to get work at the moment, and has been for at least a year. I've never known so many to be 'resting' between jobs. 

The AEA tries to find a ray of hope in the fact that during the last recession industry employment fell below 5 million (it's at 5.1 million now). A pretty weak ray of hope if you ask me, given that ten years ago the hi-tech sector was not as dominant in the economy as it is now.

http://newsletter.EDTN.com/cgi-bin4/flo/y/eLJf0Esuk70tH0Bugz0AI

I'd like to take this opportunity to welcome owners of Siemens 35 and 45 phones to the wonderful hi tech world of mal-ware, bugs, software patches and security alerts. It seems that there's a bug in the phones' 'enhanced' messaging service which can exploited by the malicious to cause the handset to lock up. I guess that's the SMS equivalent of what we in the networking world call a denial of service attack! If you have a model 35, you're stuffed - Siemens don't produce it any more, so they haven't bothered to produce a patch for it. For model 45 owners there is a patch on the Siemens web site.

http://www.theregister.co.uk/content/68/29845.html

And talking of bugs... Bugs of another sort - bugging devices - were discovered installed in a switchboard at one of the European Union's (EU) conference buildings in Belgium. Everybody's being circumspect about who's responsible, but I have no doubt that the the French said 'Merde, les Yanks'. On the other hand I suspect the afformentioned Yanks would have indignantly denied using such outdated and crude technology to spy on other nations. 

Any way you look at it, it doesn't reflect well on the EU security forces, especially when you consider that the devices are thought to have been there since the building was built in 1995! I think it was Leon Trotsky who once said "An ally has to watched, just like an enemy." Personally I feel sorry for the poor sods who had to listen into the excruciatingly boring conversation of British, French, German, Spanish and Austrian diplomats.

http://www.theregister.co.uk/content/6/29842.html

It's official - people, not technical problems, are the biggest cause of security IT breaches in both the public and private sectors. Most people in the business have known this for years, but that hasn't stopped the security firms from touting their wares as 'the' solution to security problems. Now, however, the Computing Technology Industry Association (CompTIA) has publish the results of a survey it commissioned. In over sixty per cent of the security breaches identified by the survey, human error was identified as the major underlying factor.

CompTIA pointed out the link between poorly trained workers and security problems and called for more training for users. I agree, I've always been amazed about the way companies will spend hundreds of thousands of dollars on new systems, but won't pay a few thousand dollars to train their staff to use it properly.

http://www.theregister.co.uk/content/55/29827.html

There's a new Windows e-mail worm about. With the imaginative name of Bibrog-B, it pretends to be a computer game. This is, though, something a little special in the way of e-mail worms. It is actually a shoot 'em up game as well as a worm! It's pretty clever, not only a game and a mechanism for spreading itself, it also displays fake versions of well known web sites in an effort to obtain users' passwords. At the moment its speed of spread is quite modest, but I suspect it could become a real menace if people don't watch themselves and keep their anti-virus software up to date (hint, hint).

http://www.theregister.co.uk/content/56/29768.html


Scanner - Other Stories:

EDS fires its CEO
http://www.theregister.co.uk/content/7/29858.html

ICANN reform process looks like a farce
http://www.theregister.co.uk/content/6/29756.html
http://news.com.com/2100-1028-993390.html

Win2K Web Server software - yet another dangerous bug
http://www.theregister.co.uk/content/55/29795.html


Have fun on the web!

Alan Lenton
alan@ibgames.com
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*Blue Peter was a children's Television show which specialised in explaining how to make things (like Apollo spacecraft) out of the cardboard tube at the centre of toilet rolls, sticky tape and empty washing-up liquid bottles.

Past issues of Winding Down can be found at http://www.ibgames.net/alan/winding/index.html.

